Bk DHBW  Karlsruhe

Setup of the WLANs “DHBW-KA” and
“eduroam” at DHBW Karlsruhe
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1. General information about DHBW-KA and eduroam

The WLAN with the SSID “DHBW-KA” is encrypted with WPA2 or WPA3 Enterprise
and is only provided at DHBW Karlsruhe. Users are authenticated in the teaching
domain dh-karlsruhe.de. An authentication with the user credentials of the
management domain dhbw-karlsruhe.de or dhbw-karlsruhe.aa does not work.

The WLAN with the SSID “DHBW KA” is encrypted and should be used at the Duale
Hochschule Baden-Wiurttemberg Karlsruhe whenever possible.

The SSID “eduroam” is available at many educational institutions worldwide and also
at some other parts of the city of Karlsruhe. The setup of this WLAN is identical to
‘DHBW-KA”. The user name must be specified in the form "user@dh-karlsruhe.de”,
whereby upper and lower case is important for the user. eduroam is also encrypted
with WPA2 or WPAS3 Enterprise, of course. A list of participating locations is available
at https://map.eduroam.de.

At https://cat.eduroam.org you can download an installation file, which makes the
secure setup of “eduroam” much easier. It is recommended to use this option. To do
this, click on the button "Download your eduroam installation program" on the website
and search for DHBW Karlsruhe. Usually you will be offered the appropriate installation
program for your operating system, otherwise you can select it via the link "All
Platforms".

2. Prerequisites

Please make sure that your Wi-Fi connection assigns the IP address automatically via
DHCP.

Internet Protocol Version 4 (TCP/IPvd) Properties 4

General | Alternate Configuration
‘fou can get IP settings assigned automatically if your network supports

this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(@) Obtain an IP address automatically
("1 Use the following IP address:

(®) Obtain DNS server address automatically
i) Use the following DNS server addresses:

Validate settings upon exit Advaniced

Cancel
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3. Setup on Windows 10 and 11

To connect to the network please follow these instructions. Click on the network icon

in the system tray:

DEU Ix @ il

09.03.2023 "

If you are using Windows 11, you have to click the arrow next the WLAN icon:

Available Bluetooth Flight mode

[/n} 9 % >

Battery saver Night light Accessibility

Select the ,DHBW-KA® or ,eduroam® SSID (network):

eduroam

and click on ,,Connect":

%\ DHBW-KA
Secured

Connect automatically
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Enter your personal user credentials (name.firsthame@dh-karlsruhe.de) in the
following screen and confirm the information by clicking “OK”:

7 DHBW-KA

Secured

Enter your username and password

name.firstname@dh-karlsruhe.de

Next, please verify the certificate details:

~n DHBW-KA
‘8 :
Connecting

Continue connecting?

If you expect to find DHBW-KA in this

location, go ahead and connect. Otherwise, it

may be a different network with the same

name.
Show certificate details

Cancel

and ensure the certificate thumbprint looks like this and match with the current details

on the last page of this documentation:
ﬁ//f-' eduroam

Secured

Continue connecting?

If you expect to find eduroam in this location,
go ahead and connect. Otherwise, it may be a
different network with the same name.

Hide certificate details

Issued to: DE, Baden-Wuerttemberg, Duale
Hochschule Baden-Wuerttemberg,
freeradius2.dh-karlsruhe.de

Issued by: GEANT TLS RSA 1

Server thumbprint: 76 EC D1 1F 93 FA B5 82 85
73 D4 DB AC 58 B3 A5 B0 82 1F 25

Connect Cancel

Issued to: DE, Baden-Wuerttemberg, Duale
Hochschule Baden-Wuerttemberg,
freeradius.dh-karlsruhe.de

Issued by: GEANT TLS RSA 1

Server thumbprint: 5F 80 EE 22 9D 63 9D BF B9
39 00 5A 65 07 CE 66 DA 13 CD 9F

Issued to: DE, Baden-Wuerttemberg, Duale
Hochschule Baden-Wuerttemberg,
bombadil.dh-karlsruhe.de

Issued by: GEANT TLS RSA 1

Server thumbprint: 60 5D 1D 9C F5 FD 15 13 7E
05 C6 B7 60 75 AB 4E DD 19 55 70

Issued to: DE, Baden-Wuerttemberg, Duale
Hochschule Baden-Wuerttemberg, aragorn.dh-
karlsruhe.de

Issued by: GEANT TLS RSA 1

Server thumbprint: C7 37 C5 A3 2C 5A 0C 8130
3B 22 FF 67 41 2E D4 D6 B1 04 11
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As the certificates are usually exchanged each year, please make sure that you have
the latest version of these instructions and also check the current certificate details
given in section 10 at the end of this document.

After clicking on “Connect” you should finally be connected to the selected WLAN:

7 DHBW-KA

Connected, secured

Disconnect

4. Note on Windows 8.1 and older Windows versions

Support for versions 8.1, 8.0, 7, Vista and XP has been discontinued for some time.
Devices with these operating systems no longer receive updates and are therefore
no longer allowed to be connected to the DHBW Karlsruhe network. Please install
Windows 10 or Windows 11 on your device.

5. Setup on Linux

Unfortunately, not all Linux distributions can be considered at this point. Please refer
to the following general information to get an idea of how to use the “DHBW-KA” or
“‘eduroam” Wi-Fi.

SSID: “DHBW-KA” or “eduroam”

Encryption: “WPA2 Enterprise”

Authentication: “PEAP” with “MSCHAPv2”

CA certificate: HARICA TLS RSA Root CA 2021

Authentication data: your user credentials from the domain DH-Karlsruhe
IP-Address: Automatically via DHCP

The example looks like this:

Open Network Connections and add a new connection by clicking on the “+” icon:
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Network Connections = @ o

Name Last Used ¥

Wired connection 1 now

(- s

Choose “Wi-Fi” as connection type:

0 Choose a Connection Type

Select the type of connection you wish to create.

If you are creating a VPN, and the VPN connection you wish to create does not
appear in the list, you may not have the correct VPN plugin installed.

Wi-Fi -

Cancel Create...

In the “Wi-Fi” tab, please fill in the fields with the following data:

Connection name: random, ,eduroam® for example or default ,Wi-Fi connection 1
SSID: eduroam

Mode: Client

Device: your Wi-Fi adapter (internal or USB stick)

Editing Wi-Fi connection 1

Connection name [ i-Fi connection 1 I
General Wi-Fi  Wi-Fi Security = Proxy IPv4 Settings IPv6 Settings
SSID |edur0am I
Mode Iclient vl
Band IAummati( - l
Channel -+
BSSID | -
Device leanl)( . iy Izl
Cloned MAC address I | vl
MTU |automatic | - ‘ + l bytes
Cancel l {  Save
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In the “Wi-Fi Security” tab, fill in the fields using this data:

Security: WPA & WPA Enterprise

Authentication: Protected EAP (PEAP)

Inner authentication: MSCHAPv2

Username: name.firstname@dh-karlsruhe.de
Password: your password for the DH-Karlsruhe domain

Please use your own user credentials instead of “name.firsthame@dh-karlsruhe.de”,
of course.

Editing Wi-Fi connection 1

Connection name |Wi-Fi connection 1 |

General Wi-Fi  Wi-Fi Security Proxy IPv4 Settings IPv6 Settings

Security [WPNWPAZ Enterprise v l

Authentication [ Protected EAP (PEAP) - l

Anonymous identity ‘ |

Domain ‘dh-karlsruhe.de |

CA certificate [HARICA_TLE_RSA_Root_CA_ZOH.pem vl

CA certificate password

Show passwords

No CA certificate is required

PEAP version [ Automatic - l

Inner authentication [ MSCHAPv2 - l

Username ‘name.ﬁrstname.dh—karl;ruhe.de |

Password { ............. :'nl

Show password

[ Cancel ” V Save l

Click on the field next to ,CA certificate” and select the option ,Select from file“. The
CA certificates are often stored at “/etc/ssl/certs”, however, please refer to the
documentation of your Linux distribution to find out where the certificate store is

actually located.
[ | Choose a CA Certificate

# Home F—
M Desktop B GTS_Root_R4.pem

. 31 HARICA_TLS_ECC_Root_CA_2021.pem
M Bilder

¢ HARICA_TLS_RSA_Root_CA_2021.pem

B Dokumente B Hellenic_Academic_and_Research_Institutions_ECC_RootCA_2015.pem

¥+ Downloads B3 Hellenic_Academic_and_Research_Institutions_RootCA_2015.pem
B3 HiPKI_Root_CA_-_G1.pem

Select “,HARICA_TLS_RSA _ Root_CA_2021%(.pem)“ and confirm this.

If the root certificate ,HARICA TLS RSA Root CA* for the usage of certificates issued
by ,GEANT ,TLS RSA 1" is missing, you can manually download a .crt-file by using the
direct link https://crt.sh/?id=4147041876. For many distributions it will be necessary to
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save the new file to ,/usr/share/ca-certificates or ,/usr/local/share/ca-certificates” and
update the data of your certificate store. Once again, please refer to the documenation
of your Linux distribution for further details.

Finally make that the method “Automatic (DHCP)” is set in the “IPv4 settings” tab:

Editing Wi-Fi connection 1

Connection name |Wi—Fi connection 1 |

General Wi-Fi  Wi-Fi Security Proxy IPv4 Settings IPv6 Settings

Method | Automatic (DHCP) -

Additional static addresses

Address | Netmask Gateway Add

Additional DNS servers ‘ |

Additional search domains ‘ |

DHCP client ID ‘ |
Require IPv4 addressing for this connection to complete

[ Cancel H W Save l

After clicking the “Save” button, your device should automatically and successfully
establish a connection to the select W-LAN network:

Connection Established

You are now connected to the Wi-Fi nebwork "eduroam”.

Don't show this message again
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6. Setup on Android

Android 7.1 (and newer) allows the usage of the installed system certificates, so you
usually don’t need to install any certificate separately.

Open the settings for “Network & internet”:

2:41 i
&  Network & internet Q @
' Wi-Fi .

Not connected

A  Mobile network

O Data usage
1.33 GB used on Wi-Fi

® gf(?tspot & tethering

+ Airplane mode

Advanced
VPN, Private DNS

and tap on ,Wi-Fi“ and make sure that the setting is switched on:

2:44 u
&< Wi-Fi aQ ®
¥  Chromcastw a
¥  DHBWKA &)
¥  DHBW-KAS a8
¥  eduroam a
¥  KASWLAN a8
¥  KAWLAN

+  Add network

Wi-Fi preferences
Wi-Fi turns back on automatically
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Tap “DHBW-KA” or “eduroam” and fill in the form as shown in the screenshot below:

DHBW-KA
EAP method

PEAP

Phase 2 authentication
MSCHAPV2

CA certificate

Use system certificates

Domain

dh-karlsruhe.de

Identity

name.firstname@dh-karlsruhe.de

Anonymous identity

Password

YourPassword

Cancel Connect

Instead of “name.firstname” you have to enter your own user credentials. Starting
with Android 13, the anonymous identity is preset to “anonymous”. You need to add
@dh-karlsruhe here (i.e. anonymous@dh-karlsruhe) so that eduroam also works
from outside DHBW Karlsruhe. Then tap “Connect”:

2:45 ®i

& Wi-Fi Q @

DHBW-KA

' Connected Q

W  Chromcastw a

¥  DHBW-KAS a

' eduroam a
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If you do not have the setting option "Use system certificates” on your device or the
required root certificate “HARICA TLS RSA Root CA 2021 for the usage of certificates
issued by ,GEANT TLS RSA 1“ is missing in your certificate store, you can manually
download it by using the QR-code below or using the direct link at
https://crt.sh/?id=4147041876.

Please follow the respective instructions for your device and Android version to import
the downloaded certificate into the certificate store.

For the valid configuration of “eduroam” as well as the automatic installation of the
current root certificate, you can find setup assistants for many different operating
systems on https://cat.eduroam.orqg.

Additionally the following app are available for Android devices:

e ,geteduroam® by SURF Cooperative
(https://play.google.com/store/apps/details?id=app.eduroam.geteduroam)

After starting the corresponding app, please select “DHBW Karlsruhe” as your home
institution and follow the instruction to enter your user credentials and set up the profile
for “eduroam” properly, see chapter 10.

Connecting to the WLAN of the DHBW Karlsruhe would also work without having the
current root certificate installed in theory. However, only by having the valid root
certificate and comparing the given thumbprints, you can make sure that you are
actually connected to the authentication server of the DHBW Karlsruhe and nobody
else is grabbing your personal credentials by emulating our local Wi-Fi networks.

Setup of the WLANs “DHBW-KA” and “eduroam” Page 11 of 19
Release: August 2025 Team Netz (hg/kn)


https://crt.sh/?id=4147041876
https://cat.eduroam.org/
https://play.google.com/store/apps/details?id=app.eduroam.geteduroam

-ﬁ DHBW  Karlsruhe

7. Setup on Mac OS X

To establish a WLAN connection on a MacBook click on “System preferences”:

Then on “Network”:

iiit  System Preferences

Sign in to your Apple ID
Set up iCloud, the App Store and more.
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Turn on the Wi-Fi:

Network

Location: = Automatic

n C:sco An.v.4cket id Status: Off Turn Wi-Fi On
I8/ Cisco
@ Rur

ﬂ Cisco”An.‘Nc:ket Filter Network Name:

[ N
8 USB 10/1...1000 LAN
Not Connected Ask to join Personal Hotspots
) Wi-Fi Limit IP Address Tracking
~ off )
@5 Thunderbolt Bridge racker

.
N

Ask to join new networks

v Show Wi-Fi status in menu bar Advanced... ?

Network

Location: = Automatic

"’a— Cisco An...cket Filter
®R

ng

Status: On Turn Wi-Fi Off

e . Wi-Fi is turned on but is not connected to
B Cisco An...cket Filter a network.
@ Rur g

Network Name

DHBW-KA

DHBW-KAS5
...1000 LAN eduroam
ected KA-sWLAN
Thunderbolt Bridge KA-WLAN

USB 10/1

Wu Tang Lan

Join Other Network...

802.1X: Default Disconnect

+ Show Wi-Fi status in menu bar Advanced... ?

Revert Apply
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Enter your user credentials:

”~
A 4

Enter a name and password for network “eduroam”

Account Name: name.firstname@dh-karlsruhe.de
PaSSWOrd: ....Q..........l

¥ Remember this information

Cancel

Verify and accept the current certificate:

Verify Certificate

Authenticating to network “eduroam”

Before authenticating to server "freeradius2.dh-karlsruhe.de", you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click ‘Show Certificate"

+ Always trust “freeradius2.dh-karlsruhe.de”

& freeradius2.dh-karlsruhe.de

freeradius2.dh-karlsruhe.de

Issued by: GEANT TLS RSA 1

Expires: Wednesday, 12. August 2026 at 14:29:13 Central European Summer Time
C as trusted for t a n

Coortificate

Trust

When using this certificate: = Always Trust

Extensible Authentication (EAP) ' Always Trust
X.509 Basic Policy = Always Trust

Details
Subject Name
Country or Region DE
County Baden-Wuerttemberg
Organisation Duale Hochschule Baden-Wuerttemberg
Common Name freeradius2.dh-karlsruhe.de

Issuer Name
Country or Region GR
Organisation Hellenic Academic and Research Institutions CA
Common Name GEANT TLS RSA1

Hide Certificate Cancel Continue

You should now be connected to the selected network via Wi-Fi.
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It's recommended to turn on your firewall and block incoming connections if you don’t
want to share data with other Wi-Fi users:

331 Security & Privacy

General Filevault | Firewall Privacy

® Firewall: Off Turn On Firewall

This computer’s firewall is currently turned off. All incoming connections to this
computer are allowed.

he lock to prev s Advanced... ?

Click on “Firewall Options” and make sure all incoming connections are blocked:

+ Block all incoming connections

Blocks all incoming connections except those required for basic internet services, such as
DHCP and IPSec.

The firewall blocks all sharing services, such as file sharing, screen
sharing and media sharing. If you want to allow sharing services, deselect
the “Block all incoming connections” tickbox.
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8. Setup on iOS and iPadOS

To connect your iPad or iPhone to the Wi-Fi go to the “Settings”:

Settings

Turn on the Wi-Fi in the corresponding menu and select the network (“DHBW-KA” or

“eduroam”) you would like to connect to:

Settings Wi-Fi
Airplane Mode . Wi-Fi @
CHOOSE A NETWORK... *
Bluetooth On DHBW-KA a = @
Mobile Data No SIM DHBW-KAB a = @
eduroam a7 @
®f Notifications
. iPhone (7) a® (i)
2| Control Centre
KA-sSWLAN a = ()
n MNn Nat Nictiirk
Enter your user credentials as follows:
Enter the password for “eduroam”
Cancel Enter Password Join

Username name.firstname@dh-karlsruhe.de

Password eeeeeececess
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After tapping on “Join” you have to trust the used certificate once. Please make sure
the displayed certificate is issued by ,GEANT TLS RSA 1“ (,Hellenic Academic and
Research Institutions CA®):

Cancel Certificate

freeradius2.dh-karlsruhe.de
Issued by GEANT TLS RSA 1

Not Trusted

Expires 12.08.26, 14:29:113

More Details

After that you should now be connected to the selected Wi-Fi:

Settings Wi-Fi

Airplane Mode Wi-Fi

e U

eduroam v eduroam a

D)]

For iOS, the app geteduroam from SURF B.V. is also available in the App Store for
setting up eduroam, see the following chapter.

9. The app geteduroam

The geteduroam app can be used on mobile devices for safe and easy setup. This
must be installed on the mobile device from the Google Play Store or the Apple App
Store.

* Openthe app

+ Type DHBW in the search field, tap the entry “Duale Hochschule Baden-
Wirttemberg Karlsruhe”, confirm with “Next”,

» Enter your username and password in the appropriate fields, tap “Connect to
network”

» Forbid connecting to suggested networks with “No thanks” and then tap
“Save”.

After successfully setting up eduroam, the app can be deleted afterwards.
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14:34 B Rl = a42%|1435 A Rl F =242% 1435 M Rl = a42%
<« Dhbw X

oduroam
Duale Hochschule Baden-Wiirttemberg Karls... eliuroam

Duale Hochschule Baden-Wirttemberg Lorra...
Duale Hochschule Baden-Wiirttemberg Man...

Duale Hochschule Baden-Wiirttemberg Stutt...
eduroam configuration eduroam configuration

Institution Institution

O\ Q Duale Hochschule Baden-War

14:36 B Rl ¥+ 242%|14:36 M N+ 242% 1436 B N =42%

b DHY

.
eduroam Usemame eduroam

username@dh-karlsruhe.de

.- D H BW Password
] esesssssened | - D H BW
Username *Note: if the connection fails, please check your password Dbuale Hochschule
Baden-Wiirttemberg
Karlsruhe
username@dh-karlsruhe.de CONNECT TO NETWORK
Need help ? Click here for support
Password Enjoy using eduroam!
1 2 3 4 5 6 7 8 9 0 R )
Wi-Fi is now configured on
1.2 3 4 5 6| 7 8 9 0 your device.
*Note: if the connection fails, please check your password q w e r t zZ u 1 o] P
@ # & * + = ( )
a s d f g h j k |
. ‘ f —
Need help ? Click here for support & y X (o3 \ b n m &
1
123 © Ve
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10. Certificate details

Server: freeradius.dh-karlsruhe.de Issuer: GEANT TLS RSA 1
Thumbprint: 5F 80 EE 22 9D 63 9D BF B9 39 00 5A 65 07 CE 66 DA 13 CD 9F

Server: freeradius2.dh-karlsruhe.de Issuer: GEANT TLS RSA 1
Thumbprint: 76 EC D1 1F 93 FA B5 82 85 73 D4 DB AC 58 B3 A5 B0 82 1F 25

Server: bombadil.dh-karlsruhe.de Issuer: GEANT TLS RSA 1
Thumbprint: 60 5D 1D 9C F5 FD 15 13 7E 05 C6 B7 60 75 AB 4E DD 19 55 70

Server: aragorn.dh-karlsruhe.de Issuer: GEANT TLSRSA 1
Thumbprint: C7 37 C5 A3 2C 5A0C 81 30 3B 22 FF 67 41 2E D4 D6 B1 04 11
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